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Abstract-Due to recent developments in technology and umyqdsstinct characteristics of MANETS, the
applicability of MANETs have become pervasive. Ae tipplications are increasing, the vulnerabilityhese
networks against various attacks has been exp®d4ANETs have not clearly and explicitly stated defen
mechanisms, so attacker node can easily disruplizde system or may take control over the infoiaratn
the network. Different types of attacks have bedroduced by attackers and every attack has itsdismpact
on the network. Security is a paramount concermdtile ad hoc network (MANET) because of its ingin
vulnerabilities .In this paper state-of-the-artigéy issues in MANETS are investigated. In paréeu a survey
on different types of attacks and their differelassifications is presented.

Index Terms- MANETS; Attacks; Security

1. INTRODUCTION 2. ROUTING IN MANETS

Mobile Adhoc Networks are networks formed byRouting in mobile ad-hoc networks is one of the
nodes which are mobile in nature and connectezkntral tasks which help nodes send and receive
through wireless links through which they can sharpackets. The purpose of routing in a MANET is to
information with each other. The most unique fesdur discover the most new topology of a continuously
of MANETs are that the whole network workschanging network to find a correct route to a sipeci
without any centralized administration and evergao node. In other words with routing a source node finds
works as a router. Nodes within each other’'s wigle out the most fresh route to its destination node.
transmission ranges can communicate directhRouting protocols developed for wired networks such
however, nodes outside each other's range have ds the wired Internet are not sufficient here ay thot
rely on some other nodes to relay messages [5}, Thwnly assume mostly fixed topology but also havenhig
a multi-hop communication occurs, where severalverheads.This has led to various routing protocols
intermediate nodes relay the packets sent by tilspecifically targeted for ad hoc networks. IETF
source node before they reach the destination noddANET  working group was tasked with
The communication is peer-to-peer, allowing peoplstandardization of routing protocols in MANETS.
and devices to seamlessly internetwork in areal wiThere are several routing protocols designed for
no pre-existing communication infrastructure, e.gwireless ad hoc networks. Routing protocols for ad
disaster recovery environmentemergency search hoc wireless networks can be classified into three
and rescue operations where a network connectiontigpes based on the nature of routing information
urgently required. update mechanism employed. Mainly there are two
Security is a crucial service for wireless and dire types: Reactive protocols and Proactive protocols.
network communications. The applicability ofThere are some ad hoc routing protocols with a
MANET strongly depends on whether its security cacombination of both reactive and proactive
be relied or not. However, the characteristics ofharacteristics. These are referred to as hybrid.
MANET pose both challenges and opportunities ifReactive protocols are also called Source Initiated
achieving the security goals. There are many sicuriDemand Driven protocols and Proactive protocols are
issues which have been studied in recent yeaf8],In known as Table Driven protocols.
authors present a survey on attacks and
countermeasures in mobile ad hoc networks. Ing4], 2.1. Source-initiated routing
survey of routing attacks in mobile ad hoc networks

has been presented. In [1], various attacks onartw Source-initiated routing represents a group ofingut
layer have been discussed. protocols where the route is created only when the

In the following, different kinds of routing Source requests a route to a destination [2]. Theer
protocols are introduced in Sec. 2, which includel$ formed through a route discovery procedure.
proactive routing, reactive routing and hybrid ingt Whenever a node needs to find out path to destimati
protocols. Sec.3 provides an overview of securitpode, it floods the network with route request pask
issues. In Sec.4, different types of attacks diessi starting with the immediate neighbors of the source

on different basis are discussed in detail. Finallis Once a route is formed or multiple routes are olefi
survey is concluded in Sec. 5. to the destination with the help of route reply ks,
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the route discovery process comes to an end. Aerow8.1. Availability

maintenance procedure maintains the continuityhef t o .

route for the duration it is needed by the sougmne Availability states that services and resourcestrbas
of the famous Reactive protocols are: AODV [11]provided to authorize nodes at all the time [9].

DSR, and TORA. Availability applies both to data and to assets.
Availability ensures the survivability of network
2.2. Proactive routing services despite of various attacR$ere should be

certain mechanism for detection and protection
In Proactive routing protocols, every node mairgainagainst such kind of attacks, which makes the nétwo
the network topology information in the form ofresources unavailable to authorized users likeasec
routing tables by periodically exchanging routingof DOS (Denial of service) attack, the availabildf
information. This is independent of whether or et network and its resources, would become unavailable
route is needed. Routing information is generallyo legitimate user.
flooded in the entire networkn order to accomplish
this, control messages are periodically transmitte®.2. Confidentiality

Whenever a node requires a path to a destination, i

runs an appropriate path finding algorithm on th&onfidentiality refers to hiding of information fmo
topology information it maintains. This type ofunlnt(_en(jed receivers. Confidentiality ensures that
routing strategy has its advantages and disadvesitagCertain information is only readable or accesslife
One of its main advantages is the fact that nodes cth® legitimate party. Transmission of sensitive
easily get routing information and it's easy toinformation such as m|I|tary_ |_nformat|on_ requires
establish a session. The main disadvantage idchat Secrecyin MANET it is very difficult to achieve the
of bandwidth is consumed for this routing inforrati Secrecy because of intermediate nodes routing,hwhic
and some more disadvantages include: there is t§8" €asily hear the information which is being edut
much data kept by the nodes for route maintenan&@’ough them. Basically, it protects data from pass
and it is slow to reconstitute when there is aufailin ~ attacks. It should be protected against any revgali
a particular link. Examples of Proactive protocas: attack like eavesdropping where unauthorized repdin

DSDV, OLSR, WRP and FSR. of message and traffic analysis done by an attacker
node to find out which types of communication is
2.3. Hybrid routing going on. In case of war areas it becomes essdatial

protect and secure such kind of communication.
The hybrid routing schemes combine elements of ofRouting and packet forwarding information must also
demand and table-driven routing protocols. Thetay confidential so that the foes could never thiee
general idea is that area where the connectionsgeha advantages of detecting and locating their targets
relatively slowly are more amenable to table drivefattleground. In MANET it is very difficult to atin
routing while areas with high mobility are morethe confidentiality because of intermediate nodes
appropriate for source initiated approaches. Byouting, which can easily listen the informationieth
appropriately combining these two approaches the being routed through them.
system can achieve a higher overall performance.
Most commonly used Hybrid protocol is ZRPhe 3.3. Integrity
protocol uses a pro-active mechanism of node ) ) )
discovery within a node’s immediate neighborhoodntegrity refers to delivery of message to the naed
while inter-zone communication is carried out by€cipient as such without any modification or

using reactive approaches. alteration. It ensures that assets can be modifiyl
by authorized parties or only in authorized way.
3. SECURITY ISSUES Modification includes writing, changing status,

deleting and creating. Integrity assures that asages
As MANET is rapidly spreading for the property ofbeing transferred is never debased.
its capability in forming temporary network without
the aid of any established infrastructure or cdia¥d  3.4. Authentication
administration, security challenges has become a
primary concern to provide secure communicatiorfAuthentication refers to verifying that the infortioa
There is no single mechanism that will providetiadi 1S coming from a legitimate user. It ensures tht t

security services in MANETs. The common securitfp€er node with which communication is going on is
services are described below: not an attacker node. Authenticity is ensured b&eau

only the legitimate sender can produce a message th
will be decrypted properly with the shared key. One
of the methods used in authentication is Digital
Signature. In this the sender node signs the messag
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digitally which will later verify by the receiverade

digitally.

3.5. Non repudiation <
Malure

Non repudiation ensures that sending and receiving

parties can never deny ever sending or receivieg th

message. This is helpful when there is need to

recognize if a node with some undesired function is

compromised or not. B f&:‘:ﬁ'}s

Internal

3.6. Anonymity
. . . Allacks
Anonymity means all information that can be used to

identify owner or current user of node should difau
be kept private and not be distributed by nodéfitse | ayer Artacks

the system software. —
on the basis Layer Attacks

of Protocol

3.7. Authorization and Accounting i S —

Nodes participating in a network need to have prope

authorization to access shared assets on that etwo
In a MANET, nodes should be able to curtail others Layer Allacks
from accessing confidential information on their
devices. Moreover, in some cases, the authorization Attacks

policies are accompanied by accounting mechanisms
to keep a check on resource utilization to identify
chokepoints, charging users for services or for
statistical information about the network. Bothnormal operation of the communications. Passive
authorization and accounting require robust methodgtacks include only the network and information
to guarantee correctness of protocols and propgionitoring. The main motive of attacker is to track

Fig.1. Types of Attacks

utilization of assets. down the packets and then extracting information
from them. These attacks are mainly to steal the
4. ATTACKSIN MANETS confidential data moving in the network and monitor

Security aspects were not considered when adthe traffic pattern over the network. Because ttiey

protocols were designed. The protocols assume t ?t perform the actions on t_he network, they.a'!“” ha
the environment is friendly and all nodes ar c_)detect. Detection of passive attack is veryialift

cooperative. This assumption is unfortunately na t since 'the normal operation of the network |tse_lf
doesn't get affected. Some examples of passive

in an unfriendly environment. Because cooperatfon | )
assumed but not enforced in MANETS, malicioué'jltt"’lcks are as follows:
attackers can easily disrupt network operations bX )

violating protocol specifications. Now there is was%-1.1.1.Eavesdropping
variety of attacks developed in the past. Man)§

characteristics might be used to classify securit avesdropping can be defined as interception and

attacks in the MANETSs. Here a different classifiocat eading of messages and conversations by unintended

of attacks is presented. Attacks can be broad';;celvers..A.s the .channel In MANETS IS W|rele_ss,
classified as shown in fig.1. nyone within radio range and with a transreceiver

can listen to the ongoing communication. The main
aim of this attack is to gain the access over $ecre
information. This information may be private key,

On the basis of nature attacks are classified aiwgAc Public key, location or passwords of the nodessTéi

and Passive Attacks. They are discussed below:- hard to detect as the authorized users have no
knowledge that someone is listening their

4.1.1Passive Attacks communication. It is considered as a severe aitack
case of military communication. In order to overeom

In passive attacks, the attacker does not activethis type of attacks powerful encryption algorithms

participate in the attack. A passive attacker oistai are used to encrypt the data being transmitted.

data exchanged in the network without disruptirey th

4.1. On the basis of nature
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4.1.1.2 Traffic Monitoring and Location Disclosure 4.2 .2Internal attacks

In this type of attack, attacker monitors the datinternal attacks are from nodes that are a pathef
flowing through the channel and then analyzes thisetwork. In this type of attack one of the nodes or
data to extract information regarding locations ofome nodes of the network are captured and then
nodes.The attacker measures the intensity of traffic ocompromised. Then these nodes being a part of
the type of traffic flow at different time intergbver network starts to disrupt the normal operation of
the specific period of time. For example, in acommunication. This type of attacks may broadcast
battlefield scenario, a large amount of networkfita wrong type of routing information to other nodes or
normally flows to and from the headquarters. Tecaffi may consume packetattacks that are caused by the
pattern analysis therefore allows an intruder tenisbehaving internal nodes are difficult to detect
discover the commanding nodes in the network [1]. because to distinguish between normal network

failures and misbehavior activities in the ad hoc
4.1.2Active attacks networks is not an easy task.

In Active attacks, attacker actively participatasthe
network activities to execute the attack. An Active
attacker attempts to alter system resources octaffe
their operation. These attacks are more severe as
intruders launch intrusive activities such as
modifying, injecting, forging, fabricating or drojmg

data or routing packets, resulting in various
disruptions to the network. Active attacks disttine
operations of the network and can be so severe that
they can bring down the entire network. They can be
detected easily as they degrade the performance ol
network significantly. Attacks on different layers
come under the category of active attacks andbsill
discussing them in detail in further sections.

ATTACKER

Fig.3. Internal Attack
4.2 On the basis of L ocation

On the basis of nature attacks are classified @s3 On thebasisof Protocol Stack
External and Internal Attacks. They are discussed

below:- Attacks can also be classified according to thersy
of protocol stack. The table below shows

4.2 1External attacks classification of attacks on different layers.

External attacks are executed by attacker that does Tablel. Layer wise Attacks

legally belong to the networkihese attacks usually

aim to cause network congestion, denying access |tQ '—A_YER ATTACKS

specific network function or to disrupt the wholel Physical layer | Jamming, Interference , Stolen or

network operations. compromised attack

Data link layer MAC targeted, WEP targeted,
Bandwidth Stealth

Transport layer | Session hijacking, SYN flooding

174

Network layer Wormhole, blackhole,
Byzantine, flooding, resourc
consumption, location disclosure
attacks, Link withholding, link
spoofing, Jellyfish, Colluding
Misrelay, Rushing

[¢)

Application Repudiation, Viruses or Worms
ATTACKER layer
Multilayer DoS, impersonation
Fig.2. External Attack Attacks
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4.3.1Physical Layer Attacks 4.3.2.1.MAC Targeted Attack

The attacks on physical layer are hardware centerdthe IEEE 802.11 MAC is vulnerable to DoS attacks.
and they need help from hardware sources to coni®@ launch the DoS attack, the attacker may exfheit
into effect. An attacker with sufficient transmimsi binary exponential backoff scheme. The binary
power and knowledge of the physical and mediuraxponential scheme favors the last winner amongst
access control layer mechanisms can gain accessthie contending node. This will lead to a phenomenon
the wireless medium. Some of the attacks identidied called capture effect. The nodes that are heavily
physical layer include eavesdropping, interferemog loaded tend to capture the channel by continuously
jamming, Stolen or compromised attackDevice sending data, thereby causing lightly loaded nedghb
Tampering etc. Eavesdropping has already beaa backoff endlessly. Malicious node can take the
discussed under external attacks. The rest of #vem advantage of this capture effect vulnerability [3].
discussed as follows:

4.3.2.2WEP Targeted Attack

4.3.1.1Jamming
IEEE 802.11 WEP, wired equivalent privacy is

Attacker exploits the property that more than oosth designed to improve the security in wireless
within MANET share a single wireless medium,communication that is privacy and authorization.
which naturally is dispersing airwave signals doeot However it is well known that WEP has number of
participants (or participating nodes) in its rangm weaknesses and is subject to attacks. Some of them
receive this signals. A powerful transmitter carare [7]:-

generate signal that will be strong enough to e« WEP protocol does not specify key

overpower the target signal and can disrupt management.

communications. This condition is called jamming. « The initialization vector (IV) used in WEP is

Jamming can be Trivial Jamming, In which an a 24-bit field which is sent in clear and is a

attacker constantly transmits noise or Periodic part of the RC4 leads to probabilistic cipher

Jamming Attack, in which an attacker transmits a key recovery attack or most commonly

short signal periodically. These transmissions loan known as analytical attack.

scheduled often enough to disrupt all other « The combined use of a non-cryptographic

communications. integrity algorithm, CRC 32 with the stream
chipper is a security risk and may cause

4.3.1.2Interference message privacy and message integrity
attacks.

Interference is that type of attack in which thieuder

tries to interfere with the original signal and mai 4 3 5 3pandwidth Sealth

motive in this is to decrease the signal to noddio of

received signal. It does so by introducing noisen this kind of attack the attacker node illegally
signals of the same frequency range as used in thgnsume the large fraction of bandwidth which leads
communication. to congestion in the network.

4.3.1.3Solen or compromised attack 4.3.3Network Layer Attacks

These kinds of attacks are happened from he protocols in network layer are for different
compromised entities or stolen device like physicalonnections among the nodes. They extend
capturing of a node in MANET. It may occur due toconnectivity from single hop neighbor nodes to

device tampering. multihop mobile nodes. These protocols work on the
. cooperation of different nodes. By attacking rogtin
4.3.2Data Link Layer Attacks protocols the whole network can be disrupted.

_ o Network layer attacks are discussed below:
MANET is an open multipoint peer-to-peer network

architecture. Specifically, single-hop connectivity4 3 3.1 Attacks at the routing discovery phase

among neighbors is maintained by the link layer

protocols, and the network layer protocols extdral t There are attacks that target the route discoveag®

connectivity to other nodes in the network. Attacksn routing protocols. Routing protocols in MANETS

may target the link layer by disrupting the coofiera are to discover and maintain routes for

of the layer’s protocols [3]. communication. Proactive protocols like DSDV
discover their route before any demand of routerashe
Reactive protocols like AODV discover route after
demand of route. Due to this proactive algorithmes a
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more prone to route discovery attacks. Routingetabhodes along the path from a source to destination
overflow, Routing cache poisoning, and Routingnove, the upstream node of the broken link trarsmit
Table Poisoning are simple examples of routin@ route error message to each of the other upstream
attacks targeting the route discovery phase. They ahosts. In addition, the node also purges this @asr

discussed as follows: route to the destination. A malicious user may eitpl
this by broadcasting false route error messages and
* Routing table overflow attack prevent the source node (i.e., the victim nodehia t

case) from communicating with the destination [13].
As the name suggests, in this attacker node tdes t

overflow the victim node’s routing table. It doestsy  4.3.3.3 Attacks at Data Forwarding Phase

initiating route discovery to non-existent node&his

leads to consumption of limited memory of mobileln this type, malicious nodes attack the data
node by having such entries in their routing tabléorwarding functionality of nodes. It does not affe
which in turn prevents the creation of new routes troute discovery or route maintenance in this cése.
authorized nodes in the network. Proactive routinthis the attention is focused on data packets. For
algorithms are more vulnerable to these attacks &sstance, a malicious user may drop silently, modif
they update routing information periodically. Andata content, replay, or flood data packets. Tray c
attacker can simply send excessive routelso inject false packets in to the ongoing
advertisements to overflow the victim’s routingleab  communication.

*  Routing cache poisoning attack Some special attacks

In route cache poisoning attacks, attackers cég®tal « Blackhole Attack
on the promiscuous mode of routing table updatimg.
this mode a node maintains its route cache bWhis attack capitalizes on route discovery mechmanis
overhearing any packet in its neighborhoodf reactive routing protocols. In this the malicsou
transmission and then adds the routing informationode presents itself to the victim node as a feesh
contained in that packet header to its own routhea shortest route to destination. It does so by replyi
even if that node is not on the palth.the case of on- positively to the route requests made by victim
demand routing protocols (such as AODV, DSR)node(s).It claims the freshness by replying with th
each node maintains a route cache which holdgghest sequence number and minimum hop count.
information regarding routes that have become knowffter this, route is established and then victind@o
to the node in the recent past. An attacker coulgtarts sending packets to attacker node. At thistpo
broadcast spoofed packets with source route timvict its attacker’s wish what to do with the packets aad
node via itself; thus, neighboring nodes that ogarh the name suggests its drops all the packets and so
the packet may add the route to their route caches. called as blackhole node.Fig.4 shows the blackhole
attack.

» Routing table poisoning attack

In this type of attack, the compromised nodes & th
networks send fabricated routing updates or modify
true route update packets sent to othe

uncompromised nodeslt may result in forwarding —

/
packets along sub optimal routes, congestion in th — \ 2 4 \

network, formation of loops or blackmail attack.

4.3.3.2Attacks at the routing maintenance phase

In routing protocols some control messages ar< /
usually employed for maintenance of active anddvali

paths. Attackers target these control messages
launch attacks during route maintenance phase
Adversaries broadcast spoofed control or signaling - >
messages (e.g., broken link error messages) th ===

activate costly route reconfiguring or repairing|| RREP RREQ
procedures from a source to a destinatidpor
example, in case of AODV and DSR mechanisms are
adopted for recovering from broken routes. In such Fig.4 Blackhole Attack
mechanisms, when the destination node and/or other
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Here node 1 wants to send packets to node 6 asd Aitito destination node5. Now the RREQ from W1 and
an attacker. When 1 broadcasts RREQ to all neighb@/2 reaches destination earlier than any other sode
nodes for route to node 6, then A sends fake RREP ather RREQs are discarded and the malicious nodes
1 with hop count set to minimum and sequencare added in the path from the source to the
number set to maximum, making A the most optimaliestination.Once the malicious nodes are included in
route to destination node. So 1 starts sendinggiackthe routing path, the malicious nodes either dribp a
to A which then starts dropping all packets exemti the packets or drop the packets selectively todavoi
the blackhole attack. detection.

e Grayhole Attack e Byzantine attack

It is just modification of blackhole attack. In ¢hi A compromised intermediate node works alone, or a
attacker performs the step of fake RREP same asset of compromised intermediate nodes works in
blackhole attack but in the next step it does mopd collusion and carry out attacks such as creating
all the data packets. It drops selectively somekgtac routing loops, forwarding packets through non
and forward rest of the packets. This makes it momptimal paths, or selectively dropping packets,chhi
difficult to detect Grayhole attack as dropping somresults in disruption or degradation of the routing
packets and passing rest makes it looks likeervices [10].
congestion in network or some other valid reason.

»  Resource consumption attack

*  Wormhole Attack ) _
As the name suggests the target of this attack is

It is particularly challenging to defend againstmainly the resources of nodes. The resources #rat ¢
wormhole attack [12]. Wormhole attack is one of thébe targeted are battery power, bandwidth, and
most serious and well planned attacks. In thigp or computational power, which are only limitedly
more malicious nodes collude together by establgshi available in ad hoc wireless networkshe attacks
a tunnel using an efficient communication mediuntould be executed through unnecessary requests for
(i.e., wired connection or high-speed wirelessoutes, very frequent generation of beacon pachkets,
connection etc.)[6]. It is also called tunnelingaak. forwarding of stale packets to nodes. One example o
Fig.5 shows the wormhole attack. resource consumption is sleep deprivation attack. |
Sleep deprivation attack, attacker interacts with t
node in a manner that appears to be legitimate, but
where the purpose of the interaction is to keep the
victim node out of its power conserving sleep mode

[1].

N ——
2 3 \ *  Rushing Attack

5 This attack forces entire network traffic to pass
through an attacker. The source node is unablido f

any secure route without the attacker. Malicioudeno
after receiving RREQ packet from initiating node
reacts immediately and floods the network quickly

W2 with these packets before other nodes receiving the

Wi———— same RREQ can respond. This is the reason it is

S — called rushing attack as malicious nodes rushes
y

|
i

7\
|

packets. Nodes receiving legitimate RREQ packets
treat them as duplicates and discard them. So every
route established has attacker as one of the
intermediate nodes [9].

High Speed link between yand W

Fig.5 Wormhole Attack e Link withholding attacks

) In this attack, a malicious node does not advettise
In this, two attackers W1 and W2 form a tunnelinformation about the links to specific nodes aougy
During the route discovery phase nodel send RREQ nodes. It holds the information itself. This may
messages to neighbor nodes. When the first attack@kylt in losing the links to these nodes. Thisetyb

W1 receives RREQ from nodel it sends it througBttack is particularly serious in the OLSR protocol
high speed link to second attacker W2 which forsard
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*  Link spoofing attack In this A and B are two attackers. Attacker A
forwards packets from node 1 without any
In a link spoofing attack, an attacker node broatica modification so as to prevent itself from detecthort
spoofed links with non-neighbors to disrupt theattacker B modifies or drops packets. It is hard to
routing operations. For example, in the OLSRjetect as one of the attackers is performing ndymal
protocol, an attacker can advertise a fake linkait and other is playing active role.
target's two-hop neighbors. This causes the target
node to select the malicious node to be its muttipo «  Jellyfish Attack
relay [10].
It is a selective blackhole attack in which maligo
e Partitioning Attack node attacks the network by changing order of
packets, dropping selective packets or increasitay |
An attacker may try to partition the network byof the packets that pass through it in order tosgme
injecting forged routing packets to prevent oneddet it from being detected and it seems to the netviloak
nodes from reaching another [8]. loss or delay is due to environmental reasons [9].

» Location disclosure attack 4.3.4Transport Layer Attacks

In this, attacker node after acting as a part 6fvak  The objectives transport layer protocols in MANET
leaks out informationSuch information may include include setting up of end-to-end connection, erd-to
knowledge regarding the network topologyend Reliable delivery of packets, flow control,

geographic location of nodes, or optimal routes teongestion control, and clearing of end-to-end
authorized nodes. This information is then used byonnection. Similar to TCP protocols in the Intérne

other nodes for further attack3he leakage of such the mobile node is vulnerable to the classic
information is devastating in security-sensitiveSynchronization (SYN) flooding attack or session
scenarios. hijacking attacks

* Replay attack 4.3.4.1SYN flooding attack

It is known that nodes in MANET are mobile inThe SYN flood attack sends TCP connections
nature and the topology changes randomly. Due tequests faster than a machine can process them. Fo
this the routes that are valid in past may havelmec two nodes to communicate using TCP, they must first
dead now. Attacker takes the advantage of thid asestablish a TCP connection using a three-way
records valid control messages in the past anchdsse handshake. A normal three step handshake process
them later. This causes nodes to add dead anddnvaand a handshake process of an attacker are shown in
routes in their routing table which disrupts theokeh fig.7 and fig.8. In normal process one of the nadke

routing operation. for establishing a connection by sending a SYN
request. Then the requested node responds by gendin
e Colluding misrelay attack SYN ACK (Synchronization acknowledgement).Final

step is completed by initiator node by sending AGK
In this attack, two or more adversaries work iIrsYN ACK.

collusion to drop or modify packets. This attack is
difficult to detect by using the conventional metho

such as watchdog and pathrater [4].Fig.6 shows
colluding misrelay attack.

1. SYN (Request for connectio
A B
7\ P 2. SYN ACK(Request received)
1 A B 2 -
< U <---- O Biniite 3. Acknowledge SYN ACK
_— > = ===- >
Correct routing packet Modified routing packet

Fig.7 Normal Handshake Process
Fig.6 Colluding misrelay Attack
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systems. They could possibly leaks out information
from the victim node and transfers it to other cttas

1.SYN (Request for connectior for further attacks.

A J 2. SYN ACK (Request received) B 4352Repud|at|0n attacks

<«

In the network layer, firewalls can be installed to
check incoming and outgoing packets. In the trarispo
layer, end-to-end encryption to connections can be

NO THIRD STEP

provided. But these solutions do not solve the
Fig.8 Handshake Process with Attacker authentication or non-repudiation problems in gaher
In Repudiation an attacker refuses to participatalli
or part of the communication. For example a selfish
In case of attacker, first two steps are followeghode can deny processing an online bank transaction

norma”y but the third step is never done. Thisatze These attacks are detected by Sophisticated
half open connectionsWithout receiving the ACK  techniques.

packets, the half-open data structure remains én th

victim node. Attacker, in this way sends a large 3.6Multi-layer attacks

amount of SYN packets to a victim node. So a large

number of half open connection are created arikif t o multi-layer attack is an attack which can be

victim node stores these half-opened connectioms ingyecuted from more than one layer within a network.
fixed-size table while it awaits the acknowledgemerExarm:”es of multi-layer attacks are denial of seavi

of the three-way handshake, all of these pendingiacks, impersonation attacks and man-in-the-raiddl
connections could overflow the buffer, and theimct 50k

node may come to a halt even. Another way of
launching this at_tack is sppofing the return adsli®s 4 3 g 1Denial of service (DoS) attack
SYN packets with non-existent node so SYN+ACK
packets never reach any node fooling the victimenod The basic purpose of DoS attack is simply to
flood/overhaul network so as to deny authentic user
4.3.4.2Session Hijacking services of the network. It can be launched aedsfft
layers. At the physical layer, through signal jamgni
One weak point is that most authentications prasessattack normal communication is disturbed. At thn li
are only carried out once when a session starts. Aayer, malicious nodes can capture channel and
adversary could try to appear as an authentic aode prevent other nodes from channel access. At the
hijack the sessionAn attacker gets access to thenetwork layer, DoS attacks are mounted on routing
session state of a particular user by stealingae#® protocols and disrupt the network performance
which is used to get into a system and then fihles t through flooding various types of routing packets.
data. At first attacker predicts the correct segeenthe transport and application layers, SYN flooding,
number and then spoofs victim's IP address. Theession hijacking, and malicious programs can cause
attacker executes a DoS attack on the victim, gmirDoS attacks.
to continue the session with the target.
4.3.6.2lmpersonation attacks

4.3.5Application Layer Attacks . .
Impersonation attacks are launched by using other

The application layer contains user data, and Rode’s identity, such as MAC or IP address. Each
supports many protocols such as HTTP, smTRode in a MANET requires a unique address to
TELNET, and FTP, which provide manyparticipate in routing, through which nodes are
vulnerabilities and access points for attackerse THdentified. However, in a MANET there is no central
application layer attacks are attractive to atteskeauthority for this identity verification. An adveny

because the information they seek ultimately residéan exploit this property and send control pacKets,

within the application and it is direct for themrmke ~€xample RREQ or RREP, using different identities;
an impact and reach their goals [10]. The varioulis is known as a Sybil attack. This is an

attacks are discussed below: impersonation attack where the intruder could use
either random identities or the identity of another
4.3.5.1 Viruses & Worms node to create confusion in the routing processpor

establish bases for some other severe attack [4].
These are malicious code or programs that could
damage operating system or whole network. They
replicate themselves and can transmit to all other
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5. CONCLUSION

MANETS can be applied in various situations ranging

from emergency operations and disaster relief to
military service and task forces. Providing seguiit
such scenarios is critical. The paper gave statbesf

art analysis of attacks discovered by researchers i
MANET and also discusses challenges in security.
Confidence in MANETSs is mainly constrained by its[13] Zubair Muhammad Fadlullah, Tarik Taleb, and
security. The survey presented in this paper véllab
helpful instrument in studying attacks and then
developing secure protocols.

REFERENCES

[1]

(2]

(3]

[4]

(5]
(6]

[7]

(8]

9]

Adnan Nadeem and Michael P. Howarth, “A
survey of MANET Intrusion Detection &
Prevention Approaches for Network layer
Attacks”, IEEE Communication Surveys &
Tutorials, pp.1-19, 2012.

Azzedine Boukerche, Begumhan Turgut, Nevin
Aydin, Mohammad Z. Ahmad, Ladislu Boloni,
Damla Turgut, “Routing protocols in Adhoc
network: A survey”, Elsevier, Computer Network
55(2011) 3-32-3080.

Bing Wu, Jianmin Chen, Jie Wu, Mihaela Cardei
,\“A Survey on Attacks and Countermeasures in
Mobile Ad Hoc Networks ,” Wireless/Mobile
Network Security, Y. Xiao, X. Shen, and D.-Z.
Du (Eds.) pp107-139, @ 2006 Springer.
Bounpadith Kannhavong, Hidehisa Nakayama,
Yoshiaki Nemoto, and Nei Kato, "A Survey Of
Routing Attacks In Mobile Ad Hoc Networks,"
IEEE Wireless Communications, vol. 14, issue 5,
pp. 85-91, October 2007

C. Perkins, Ad Hoc Networks, Addison-Wesley,
2001 .

J. Sen, “Security and Privacy Issues in Wireless
Mesh Networks: A Survey”, Wireless Networks
and Security, Khan, S. (eds.), pp. 189-272,
Springer-Verlag, Berlin, Heidelberg, February
2013.

Kamanshis Biswas & Md. Liakat Ali, “Security
threats in Mobile Ad-hoc Network”, Master
thesis, Department of Interaction & System
Design, Blekinge Institute of Technology,
Sweden 22nd of March 2007.

Loay Abusalah, Ashfag Khokhar, and Mohsen
Guizani, "A Survey of Secure Mobile Ad Hoc
Routing Protocols”, |IEEE Communications
Surveys & Tutorials, Vol. 10, No. 4, Fourth
Quarter 2008.

Tarunpreet Bhatia and A.K.Verma, “Security
Issues in Manet : A Survey on Attacks and
Defense MechanismslJARCSSE, vol. 3, june
2013.

[10] Vikrant Gokhale, S.K. Ghosh, and Arobinda

Gupta, “Classification of Attacks on Wireless
Mobile Ad Hoc Networks and Vehicular Ad Hoc

Networks: A Survey),”Security of self-organizing
networks: MANET, WSN, WMN, VANET, AS.
K.Pathan ppl195-225, CRC Press, Taylor &
Francis Group 2011.

[11] http://www.ietf.org/rfc/rfc3561.txt
[12] Y-C. Hu, A. Perrig, and D. Johnson, “Wormhole

Attacks in Wireless NetworksJEEE JSAC, vol.
24, no. 2, Feb. 2006.

Marcus Schdéller, “Combating against Security
Attacks against Mobile Ad Hoc Networks
(MANETS),"Security of self-organizing
networks: MANET, WSN, WMN, VANET AS.
K.Pathan ppl73-194,CRC Press, Taylor &
Francis Group 2011.

316



